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1 Introduction
Microsoft Failover Clustering, formerly known as Microsoft Cluster Server (MSCS), is the clustering
solution included in Microsoft Windows Server 2008 and later server operating systems. Microsoft
Failover Clustering groups individual systems together to improve availability, scalability,
maintainability, and workload management. These benefits improve as the number of cluster
nodes is increased. Over time, Microsoft has improved its clustering solution by increasing the
number of supported cluster nodes.

Figure 1 Maximum Number of Cluster Nodes Supported by Microsoft

This planning guide provides information about the planning involved in installing Windows Server
2012 and Windows Server 2012 R2 Operating Systems for use with Microsoft Failover Clustering
on HPE Storage products.
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2 Microsoft Failover Clustering Storage Dependencies
HPE Storage functionality allows initiator logins, key registration, and persistent reservations.
These mechanisms are used to facilitate clustering functionality such as:
• Cluster membership

• I/O fencing

• Disk resource state change (online/offline)

• Disk failover and arbitration
Services such as file shares and virtual machines can have data stored on external storage
arrays. Only one cluster node at a time will provide these services. SCSI-3 persistent reservations,
in conjunction with HPE Storage functionality, ensure that access to the storage device is granted
only to those cluster nodes that require it.
All storage arrays have quantifiable capabilities with regard to the number of initiator logins,
registrations, and reservations that can be managed. These capabilities impact the number of
cluster nodes supported and should be considered when creating large-scale clusters with
Windows Server 2012.
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3 Windows Server 2012 Failover Clustering Behavior
Microsoft Failover Clustering exclusively uses SCSI-3 Persistent Reservations. Microsoft Failover
Clustering generates a single unique reservation key per cluster node, which is used for all LUNs
managed by the cluster. Before bringing a disk resource online and reserving the associated
logical unit (LUN), an initiator must register its reservation key with the LUN. The initiator uses
the same 8–byte reservation key to reserve the LUN for shared or exclusive access. HPE Storage
arrays track which initiators have access to a LUN using the unique reservation key sent from
each member of the cluster. The behavior of Microsoft Failover Clustering differs depending on
whether the LUN is being managed as a cluster disk resource or a cluster shared volume.

Cluster Disk Resources
Cluster disk resources allow a single cluster node exclusive access to the resource. If a host is
to online and own the resource, Microsoft Failover Clustering registers a key on each of the host’s
logical paths to the LUN. After registration has occurred, Microsoft Failover Clustering will send
a reservation down a single logical path to reserve the LUN. Although there can be multiple
registrations, there can be only a single reservation per LUN. The reservation will be of type
“Write Exclusive – Registrants Only”, which allows access on any path (ITL nexus) registered
with the LUN. For example, if the host has four paths, then there will be four identical keys
registered for that LUN. After registering the key on every path, a single reservation is sent using
the same key. Although only a single node will register its key and reserve the LUN, the reservation
type allows it to be accessed on any of the node's registered paths.
When releasing a reservation on a LUN, Microsoft Failover Clustering releases the reservation
on the LUN using a single path. At this point, the host no longer has exclusive access to the LUN.
After the reservation has been released, each logical path to that LUN is unregistered.

Figure 2 Cluster Disk Resource
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Cluster Shared Volumes
Cluster Shared Volumes allow multiple cluster nodes to access a LUN simultaneously. In this
case, Microsoft Failover Clustering requires each cluster node to register a key on each logical
path to the LUN. Each cluster node uses a unique key to register its paths. For example, if there
are four cluster nodes with two logical paths each, eight keys are registered for that LUN. Microsoft
Failover Clustering uses the persistent reservation type of “Write Exclusive – Registrants Only”,
so that any registered path from any cluster node will be able to read and write to the LUN.

Figure 3 Cluster Shared Volume

Guest Clustering with Microsoft Hyper-V
Guest clustering with Microsoft Hyper-V can be accomplished a variety of ways. Microsoft's
Virtual Fibre Channel (vFC) Adapter and iSCSI Initiator can be used to export LUNs directly to
virtual machines. Regardless of whether the host is physical or virtual, the same concepts will
apply when there is direct access to the LUN. The initiator of a virtual cluster node may need to
log in, register a key, and reserve a LUN. Cluster resources will also behave the same when
Failover Clustering is running in a virtual machine rather than a physical host. The same factors
should be considered whether the failover cluster consists of physical hosts, virtual machines,
or a mixture of each.

Cluster Shared Volumes 7



4 Considerations when Planning Failover Clusters
There are many factors to consider when building large-scale clusters with Windows Server
2012. It is important to understand the capabilities of the HPE Storage array and how those
capabilities may influence the implementation of the cluster. The following sections discuss
important factors and capabilities that must be considered when planning a large failover cluster
using Windows Server 2012.

The Number of Cluster Nodes
See the HPE Single Point of Connectivity Knowledge (HPE SPOCK) website for the maximum
number of supported cluster nodes for a given HPE storage array:
HPE SPOCK

The Number of Initiator Logins per Port or Array
A single initiator may log in to multiple target ports and a single target port may be logged in to
by multiple initiators. Each initiator-target-LUN connection (ITL nexus) will designate a path from
the host to the LUN. Because of this designation, the number of initiator logins per port or array
must be considered. The following equations can be used to calculate the number of initiator
logins per port:

Table 1 Initiator Login Capabilities per Storage Array

Initiator Logins per ArrayInitiator Logins per PortHPE Storage

Linear Initiators: 64Linear Initiators: 64HPE MSA 1040 Storage

Virtual Initiators: 1024Virtual Initiators: 1024

Linear Initiators: 64Linear Initiators: 64HPE MSA 2040 Storage

Virtual Initiators: 1024Virtual Initiators: 1024

6464HP P2000 G3 MSA Array Systems

FC: 1024FC: 1024HP EVA P6000 Storage

iSCSI: 1024iSCSI: 1024

iSCSI/FCoE: 1024iSCSI/FCoE: 1024

10241024HP EVA 4400/6400/8400

32,768256HPE XP7 Storage

32,768256HPE XP P9000 Storage
(70-04-52-00/00 or greater)

32,768256HP XP 20000/XP24000

FC: 2048FC: 256HPE 3PAR StoreServ 8200

iSCSI/FCoE: 1024iSCSI/FCoE: 256

8 Considerations when Planning Failover Clusters

https://h20272.www2.hpe.com/spock/


Table 1 Initiator Login Capabilities per Storage Array (continued)

Initiator Logins per ArrayInitiator Logins per PortHPE Storage

FC: 4096FC: 256HPE 3PAR StoreServ
8400/8440/8450

iSCSI/FCoE: 2048iSCSI/FCoE: 256

FC: 8192FC: 256HPE 3PAR StoreServ
20450/20800/20850

iSCSI/FCoE: 8192iSCSI/FCoE: 256

8Gb/s FC: 10248Gb/s FC: 128HPE 3PAR StoreServ 7200/7200c

16Gb/s FC: 102416Gb/s FC: 256

iSCSI: 512iSCSI: 128

FCoE: 256FCoE: 64

8Gb/s FC: 30728Gb/s FC: 128HPE 3PAR StoreServ
7400/7400c/7440/7450/7450c

16Gb/s FC: 204816Gb/s FC: 256

iSCSI: 1024iSCSI: 128

FCoE: 512FCoE: 64

8Gb/s FC: 40968Gb/s FC: 128HPE 3PAR StoreServ 10400

16Gb/s FC: 409616Gb/s FC: 256

iSCSI: 1024iSCSI: 128

FCoE: 1024FCoE: 64

8Gb/s FC: 81928Gb/s FC: 128HPE 3PAR StoreServ 10800

16Gb/s FC: 819216Gb/s FC: 256

iSCSI: 2048iSCSI: 128

FCoE: 2048FCoE: 64

Mixed Protocol: 102464HP 3PAR T-Class Storage Systems
HP 3PAR OS 3.1.1 MU2 or later FC: 1024

iSCSI: 512 (2 nodes), 1024 (>2 nodes)

The Number of Paths per Cluster Node
Microsoft Failover Clustering may register multiple keys per LUN, depending on the resource
type, number of paths, and number of hosts. Due to this behavior, the maximum number of paths
configured to a LUN is directly related to the number of registrations supported per LUN or port.
Cluster disk resources will reserve exclusive access to the LUN and will register only the paths
of the owning cluster node. The following equation can be used to calculate the number of
registrations per LUN or port for a cluster disk resource:

Cluster shared volumes will reserve shared access to the LUN by registering the paths of all the
cluster nodes. The following equation can be used to calculate the number of registrations per
LUN or port for a cluster shared volume:

The Number of Paths per Cluster Node 9



Table 2 SCSI-3 Registration Capabilities per Storage Array

SCSI-3 RegistrationsHPE Storage

128 per LUN up to 1024 per systemHPE MSA 1040 Storage

128 per LUN up to 1024 per systemHPE MSA 2040 Storage

128 per LUN up to 1024 per systemHP P2000 G3 MSA Array Systems

FC: 128 per port per LUN up to 1024 per LUNHP EVA P6000 Storage

iSCSI: 32 per LUN up to 4096 per array

iSCSI/FCoE: 32 per LUN up to 4096 per array

128 per port per LUN up to 1024 per LUNHP EVA 4400/6400/8400

2048 per CHA portHPE XP7 Storage

2048 per CHA port1HPE XP P9000 Storage
(70-04-52-00/00 or greater)

128 per CHA portHP XP 20000/XP24000

128 per LUNHPE 3PAR StoreServ 8200/8400/8440/8450

128 per LUNHPE 3PAR StoreServ 20450/20800/20850

128 per LUNHPE 3PAR StoreServ
7200/7200c/7400/7400c/7440/7450/7450c

128 per LUNHPE 3PAR StoreServ 10400/10800

128 per LUNHP 3PAR T-Class Storage Systems
HP 3PAR OS 3.1.1 MU2 or later

1 Must enable HMO 61 on host groups that require more than 128 registrations per LUN.

NOTE: See the HPE SPOCK website for any required hot fixes:
HPE SPOCK
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The Number of LUNs Managed by the Cluster
Microsoft Failover Clustering sends a single reservation per LUN. Due to this behavior, the
number of LUNs that can be managed by the cluster is directly related to the maximum number
of reservations supported per port or array. The following equation can be used to calculate the
number of reservations per LUN or port:

Table 3 SCSI-3 Reservation Capabilities per Storage Array

SCSI-3 ReservationsHPE Storage

1024HPE MSA 1040 Storage

1024HPE MSA 2040 Storage

512HP P2000 G3 MSA Array Systems

FC: 2048HP EVA P6000 Storage

iSCSI: 4096

iSCSI/FCoE: 4096

2047HP EVA 4400/6400/8400

2048 per CHA portHPE XP7 Storage

2048 per CHA portHPE XP P9000 Storage
(70-04-52-00/00 or greater)

128 per CHA portHP XP 20000/XP24000

32768HPE 3PAR StoreServ 8200/8400

65536HPE 3PAR StoreServ 8440/8450

65536HPE 3PAR StoreServ 20450/20800/20850

4096HPE 3PAR StoreServ 7200/7200c

8192HPE 3PAR StoreServ 7400/7400c/7450/7450c

32768HPE 3PAR StoreServ 7440

32768HPE 3PAR StoreServ 10400/10800

8192HP 3PAR T-Class Storage Systems
HP 3PAR OS 3.1.1 MU2 or later

Cluster Resource Pending Timeout
When implementing a large failover cluster, it may be necessary to increase the pending timeout
value within the cluster disk properties. This value allows the cluster resource more time to failover
to other cluster nodes. See Microsoft documentation for more details.

The Number of LUNs Managed by the Cluster 11



5 Calculating the Supported Scale of a Failover Cluster
All storage arrays have quantifiable capabilities with regard to the number of initiator logins,
registrations, and reservations that can be managed. These capabilities must be considered
when determining the number of cluster nodes, the number of paths per cluster node, and the
number of target ports to utilize in the configuration. The following two equations are derived
from equations discussed previously and can be used to determine the scale and support of a
given cluster:

Maximum Paths per Cluster

Minimum Target Ports

Maximum Cluster LUNs per Array

OR1

1. Note: Choose the smaller of two values.
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6 Example 1: 64 Node Cluster with HPE 3PAR
StoreServ 10400 (8Gb/s FC)

1. Calculating the maximum number of paths per cluster node:

2. Calculating the minimum number of target ports using maximum paths per cluster node:

3. Calculating the maximum number of clustered LUNs using the previously calculated
maximums:

4. Assure all requirements have been met.

Table 4 Cluster considerations

ValueItem

≤ 64✓ Cluster nodes

≤ 128 per port✓ Initiator logins

≤ 128 per LUN✓ Registrations

≤ 2 paths per host✓ Paths

≥ 1✓ Target ports

≤ 32,768✓ Clustered LUNs
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Figure 4 Diagram of Supported Cluster Configurations

NOTE: The Requirement to have less than or equal to two paths is achieved by fabric zoning.
Path counts can be limited by ensuring each initiator can only log in to a single target port.
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7 Example 2: 16 Node Cluster with HPE 3PAR
StoreServ 7400 (FCoE)

1. Calculating the maximum number of paths per host:

2. Calculating the minimum number of target ports:

3. Calculating the maximum number of clustered LUNs using the previously calculated
maximums:

4. Assure all requirements have been met.

Table 5 Cluster considerations

ValueItem

≤ 64✓ Cluster nodes

≤ 64 per port✓ Initiator logins

≤ 128 per LUN✓ Registrations

≤ 8 paths per host✓ Paths

≥ 2✓ Target ports

≤ 4096✓ Clustered LUNs
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Figure 5 Diagram of Supported Cluster Configurations

NOTE: The Requirement to have less than or equal to eight paths allows for additional port
connectivity.

16 Example 2: 16 Node Cluster with HPE 3PAR StoreServ 7400 (FCoE)



8 Example 3: 16 Node Cluster with HPE MSA 2040
Storage (Linear Initiators)

1. Calculating the maximum number of paths per Host:

2. Calculating the Minimum Number of Target Ports:

3. Calculating the maximum number of clustered LUNs using the previously calculated
maximums:

4. Assure all requirements have been met.

Table 6 Cluster considerations

ValueItem

≤ 16✓ Cluster nodes

≤ 64 per port✓ Initiator logins

≤ 128 per LUN✓ Registrations

≤ 8 paths per host✓ Paths

≥ 2✓ Target ports

≤ 8 LUNs✓ Clustered LUNs
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Figure 6 Diagram of Supported Cluster Configurations

NOTE: The Requirement to have less than or equal to eight paths allows for additional port
connectivity.

18 Example 3: 16 Node Cluster with HPE MSA 2040 Storage (Linear Initiators)



9 Support and other resources
Accessing Hewlett Packard Enterprise Support

• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website:
www.hpe.com/assistance

• To access documentation and support services, go to the Hewlett Packard Enterprise Support
Center website:
www.hpe.com/support/hpesc

Information to collect
• Technical support registration number (if applicable)

• Product name, model or version, and serial number

• Operating system name and version

• Firmware version

• Error messages

• Product-specific reports and logs

• Add-on products or components

• Third-party products or components

Accessing updates
• Some software products provide a mechanism for accessing software updates through the

product interface. Review your product documentation to identify the recommended software
update method.

• To download product updates, go to either of the following:

Hewlett Packard Enterprise Support Center Get connected with updates page:
www.hpe.com/support/e-updates

◦

◦ Software Depot website:
www.hpe.com/support/softwaredepot

• To view and update your entitlements, and to link your contracts and warranties with your
profile, go to the Hewlett Packard Enterprise Support Center More Information on Access
to Support Materials page:
www.hpe.com/support/AccessToSupportMaterials

IMPORTANT: Access to some updates might require product entitlement when accessed
through the Hewlett Packard Enterprise Support Center. You must have an HP Passport
set up with relevant entitlements.

Accessing Hewlett Packard Enterprise Support 19
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Websites

LinkWebsite

www.hpe.com/info/enterprise/docsHewlett Packard Enterprise Information Library

www.hpe.com/support/hpescHewlett Packard Enterprise Support Center

www.hpe.com/assistanceContact Hewlett Packard Enterprise Worldwide

www.hpe.com/support/e-updatesSubscription Service/Support Alerts

www.hpe.com/support/softwaredepotSoftware Depot

www.hpe.com/support/selfrepairCustomer Self Repair

www.hpe.com/info/insightremotesupport/docsInsight Remote Support

www.hpe.com/info/hpux-serviceguard-docsServiceguard Solutions for HP-UX

www.hpe.com/storage/spockSingle Point of Connectivity Knowledge (SPOCK) Storage
compatibility matrix

www.hpe.com/storage/whitepapersStorage white papers and analyst reports

Customer self repair
Hewlett Packard Enterprise customer self repair (CSR) programs allow you to repair your product.
If a CSR part needs to be replaced, it will be shipped directly to you so that you can install it at
your convenience. Some parts do not qualify for CSR. Your Hewlett Packard Enterprise authorized
service provider will determine whether a repair can be accomplished by CSR.
For more information about CSR, contact your local service provider or go to the CSR website:
www.hpe.com/support/selfrepair

Remote support
Remote support is available with supported devices as part of your warranty or contractual support
agreement. It provides intelligent event diagnosis, and automatic, secure submission of hardware
event notifications to Hewlett Packard Enterprise, which will initiate a fast and accurate resolution
based on your product’s service level. Hewlett Packard Enterprise strongly recommends that
you register your device for remote support.
For more information and device support details, go to the following website:
www.hpe.com/info/insightremotesupport/docs

Documentation feedback
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To
help us improve the documentation, send any errors, suggestions, or comments to Documentation
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document
title, part number, edition, and publication date located on the front cover of the document. For
online help content, include the product name, product version, help edition, and publication date
located on the legal notices page.
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